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CYBERSECURITY  
 

Cybersecurity Capability Maturity Model Version 1.1 
U.S. Department of Energy, Office of Cybersecurity, Energy Security and Emergency Response 

https://www.energy.gov/sites/prod/files/2014/03/f13/C2M2-v1-1_cor.pdf  
 
 

Cybersecurity Framework 
National Institute of Standards and Technology 

https://us-cert.cisa.gov/resources/cybersecurity-framework 
 
 

Cybersecurity Resources Road Map 
U.S. Department of Homeland Security 

 https://us-cert.cisa.gov/sites/default/files/c3vp/smb/DHS-SMB-Road-Map.pdf  
 

 
DarkSide Ransomware: Best Practices for Preventing Business Disruptions from 

Ransomware Attacks 
U.S. Cybersecurity and Infrastructure Security Agency  

https://us-cert.cisa.gov/ncas/alerts/aa21-131a 
 
 

DHS Role in Cyber Incident Response 
U.S. Department of Homeland Security 

https://www.cisa.gov/sites/default/files/publications/DHS%20Cyber%20Incident%20Response%
20Fact%20Sheet%20v15%20-%20508%20Compliant.pdf 

 
 

MultiYear Plan for Energy Sector Cybersecurity 
U.S. Department of Energy 

https://www.energy.gov/sites/prod/files/2018/05/f51/DOE%20Multiyear%20Plan%20for%20En
ergy%20Sector%20Cybersecurity%20_0.pdf 

 
 

NARUC Cybersecurity Manual 
National Association of Regulatory Utility Commissioners 

https://www.naruc.org/cpi-1/critical-infrastructure-cybersecurity-and-
resilience/cybersecurity/cybersecurity-manual/  
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CYBERSECURITY, CONTINUED 

 
National Cybersecurity & Communication Integration Center Overview 

U.S. Department of Homeland Security 
https://csrc.nist.gov/csrc/media/events/ispab-october-2012-

meeting/documents/ispab_oct2012_lzelvin_nccic-overview.pdf 
 

National Cybersecurity and Federal Networks Executive Order Fact Sheet 
The White House 

https://www.whitehouse.gov/briefing-room/statements-releases/2021/05/12/fact-sheet-president-
signs-executive-order-charting-new-course-to-improve-the-nations-cybersecurity-and-protect-

federal-government-networks/ 
 
 

Office of Cybersecurity, Energy Security and Emergency Response (CESER) Blueprint 
U.S. Department of Energy 

https://www.energy.gov/sites/prod/files/2021/01/f82/CESER%20Blueprint%202021.pdf 
 
 

Oklahoma Information Fusion Center 
https://fusion.osbi.ok.gov/ 

 
 

Ransomware Information 
U.S. Cybersecurity & Infrastructure Security Agency (CISA) 

https://us-cert.cisa.gov/ncas/alerts/aa21-131a 
 
 

Resource Center for State Cybersecurity 
National Governors Association 
https://www.nga.org/statecyber/ 

 
 

Smart & Safe: State Strategies for Enhancing Cybersecurity in the Electric Sector 
National Governors Association 

https://www.nga.org/wp-content/uploads/2019/04/NGA-Smart-Safe-State-Strategies-for-
Enhancing-Cybersecurity-in-the-Electric-Sector.pdf 

 
 
Strengthening the Cybersecurity of Federal Networks and Critical Infrastructure, Section 

2(E): Assessment of Electricity Disruption Incident Response Capabilities. 
U.S. Cybersecurity and Infrastructure Security Agency 

https://www.cisa.gov/sites/default/files/publications/EO13800-electricity-subsector-report.pdf 
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